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Objectives


 

Introduce DAST, the Diagnostic Approach 
to Software Testing.


 

Share our experiences using this method.


 
Provide you with a process guideline.
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What is DAST?


 

DAST is an evolutionary test planning method 
that utilizes diagnostic analysis.


 

DAST involves asking targeted questions:


 
Specific questions designed to collect pertinent 
information for test planning and testing.


 

Answers to questions may be collected through:
• Questionnaires
• Interviews
• Design walkthroughs
• Exploration
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What is DAST?


 

DAST focuses on the design, compilation, 
and distribution of useful, reusable questions 
that facilitate:


 

The definition and quantification of the testing 
effort.


 

The definition and quantification of testing 
deliverables.


 

The definition and quantification of information 
needed to successfully produce quality 
deliverables.


 

The data collection and bug finding process.
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Why DAST?



 
DAST enables you to effectively collect information, 
especially in an environment where product 
documentation is non-existent or lacks information 
required for test preparation.



 
DAST enables you to focus on what needs to be done — 
and to know what has been completed.



 
DAST enables you to architect a framework for reusing 
questions and avoiding redundant work.



 
DAST enables you to work from an expert position 
independent of process maturity, people’s capabilities, 
and project stability.
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What does DAST entail?



 
Define and quantify what you do.


 
Start at the end, not the beginning.



 
Define and quantify what it takes to do your job.


 
What do you bring to the table? Run a skills inventory check.



 
What do you need from others? Collect this through diagnostic 
analysis.



 
Identify the controllable variables.


 
What you can control, you can improve.



 
Identify the uncontrollable variables.


 
What you can’t control, you must manage.



 
Design and compile questions that fulfill your specific needs.


 
Be specific.



 
Group your questions into categories.


 
Consider reusability.
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When to use DAST?



 
It can be used in any environment.



 
It offers high “return-on-testing-investment” when:



 
Product documentation is lacking or non-existent.



 
The testing, QA, and engineering processes are not well 
established.



 
The scope of testing is not well defined.



 
You must quickly determine test coverage based on known 

constraints.


 
You need to give advice on testing strategy before committing to 

actual testing.


 
You need to quickly learn about the system under test.



 
Those asking you to test aren’t fully aware of the testing issues.



 
You need to test IMMEDIATELY!



 
You need to make sure that what’s been promised can actually 

be delivered.
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Understanding the Test Process

Test Planning


 
Collect information


 

Analyze data


 
Determine test coverage


 

Determine test strategy


 
Write a test plan


 

Develop initial test cases


 
Control test environment


 

Plan for defect management


 
Plan for deployment testing


 

Plan for post deployment
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Understanding the Test Process

 Test Execution:


 
Run tests.


 

Analyze results.


 
Build regression and acceptance test suites.


 

Generate more tests through exploratory testing.
 Product Release:


 
Run quality assessment sessions.


 

Make release decisions based on known quality 
risks.


 

Validate quality assumptions.


 
Write release reports.


 

Assist in building a support knowledge-base.
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The Background


 

Software testing is part art, part science.


 
Testing standards and methodologies are not widely 
agreed upon within the community.


 

Although standards and methods such as 
requirements,


 

CMM and ISO-9000 are available, they have not been 
accepted by some aggressive, rapid-development 
companies.


 

Current “state-of-the-practice”


 
At best, we are sharing our experiences regarding best 
practices.
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Pre-Deployment Documentation


 

The problems:


 
Contents of documents are not well defined.


 

Coverage of documents are not well defined.


 
Cost of keeping documentation up to date is high, and 
often overlooked, so we stop updating when we decide 
that we can no longer afford it.


 

Authors must often describe concepts that have not 
yet been entirely formalized.


 

Authors may not know what readers ultimately want.


 
Authors may not agree with giving users what they 
want.


 

If we all agreed upon practices, standards, and 
definitions, then the value of DAST would be 
diminished.



© 2010 LogiGear Corporation.  All Rights ReservedPage 13

People’s Capabilities


 

The customer may know what she wants but 
she may not be able to describe it.


 

The provider may not have the testing, 
technology, or domain expertise required for the 
job.
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Process Maturity


 

The attitudes:


 
Build the product now. Worry about its 
infrastructure and process later.


 

Build infrastructure first. Worry about the 
product later.


 

A compromise approach (somewhere in 
between).


 

Testing and quality objectives may not be 
well defined.
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Project Stability


 

Inability to quantify stability.


 
Inability to measure stability.


 

Inability to assess impact of project 
risks.
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The Common Positions


 

Tell me what you want me to do. I’ll tell you 
what I can do, and what it will cost you.


 

I’ll just do it. Then, I’ll tell you what’s been 
done.


 

I’ll tell you what I’ll do, and then do it.


 
I’m an expert. So, trust my opinion and let me 
test.


 

Customer: I have limited amounts of money to 
spend.
(1) Tell me what I should do.
(2) What can you do for me?
(3) I want you to do X.
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The Most Powerful Position

I’ll learn about your product objectives and 
issues. I’ll suggest what should be done. I’ll 
tell you the cost implications, and then I’ll 
begin testing.
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The DAST Process

1. Define and quantify the tasks (types of tests) that 
are required.

2. Define and quantify the deliverables.
3. Identify attributes of the information required to do 

the job.
4. Identify the skill attributes required to do the job.
5. Design and list the questions that will be used to 

collect the pertinent data.
6. Create product documentation, test documentation, 

test cases, and discover bugs by filling in answers, 
and by creating more questions.

7. Identify and generalize questions that can be 
reused in the future.
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Step 1: The Tasks

 Define and quantify your tasks:


 
Types of tests to be run.



 
Where each type of test will be run.



 
Number of reruns per type and/or per test area.



 
The condition variables (configuration and compatibility)
• System requirements
• Supported systems

 Number of test cases to be designed and run.



© 2010 LogiGear Corporation.  All Rights ReservedPage 20

Step 1: The Tasks


 

Testing the product:


 
Am I responsible for the quality of the testing 
or the quality of the product?


 

What’s expected of me?


 
What are my deliverables?


 

What is the value of my deliverables?


 
Do my deliverables meet business 
objectives?
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Step 2: The Deliverables



 
Defining and quantifying your output:



 
Intangibles
• Delivering products with minimal quality risks, under tight 
schedule and budget constraints.



 
Tangibles (by-products)
• Documentation, test plans, test cases, bug reports, status 
reports.
• The many bugs that you found; and the few bugs that you 
missed.
• Number of tests run.
• Bug report submission rate vs. valid/invalid bug report ratios.
• Number of testing hours.
• Good questions and reusable questions.



 
How do you measure your effectiveness for future 
improvement?



 
Compare current data with historical data.
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Step 3: Attributes of 
Information


 

What do I need to start testing?


 
Information about the product from the business 
perspective:
• Who is the buyer?
• What do we need to do to satisfy the 

buyer?
• What are the business and financial 

objectives?
– Capture market-share or customer- 

base?
– Maximize revenue?
– Maximize profit?
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Step 3: Attributes of 
Information



 
What do I need to start testing?



 
Information about the product from the engineering 
and deployment perspective:

• The releases:
– Pre-production of a 1st-time release?
– Pre-production of an upgrade/sustain release?
– Post-production release on a new environment?

• The changes:
– New architecture/infrastructure?
– Coding changes?
– Software environment changes?
– Hardware environment changes?
– Software & Hardware environment changes?
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

 
What will I do with the answers I receive?


 
Depends on what is important to the company/product.



 
Depends on the budget.
• How much money do I have for testing?
• How much time do I have for testing?



 
Depends on control.
• How much control do I have?



 
Depends on the deliverables.



 
Depends on the development life cycle process.
• How much skill does my development team 
have?

• How much skill does my test team have?


 
What affects me?



 
What do I expect of others?
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Step 4: Skill Attributes


 

Know your job:


 
How do you measure your output?


 

How do you measure your effectiveness?


 
What affects your output?


 
Project constraints:
• Quality attributes
• Cost
• Schedule


 

Uncontrollable variables:
• Process maturity
• People’s capabilities
• Project stability


 

Changes
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Step 4: Skill Attributes


 

What affects your effectiveness?


 
Testing/QA experience


 

Technology experience


 
Domain expertise


 

Identify what you need to do your job.


 
Strategies:


 
How do you improve controllable variables?


 

How do you manage uncontrollable variables?
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Step 5: Compiling The Questions



 
Know the right questions to ask.



 
Break questions into small units.



 
Each question should have a specific purpose.



 
Consider what answers you expect.



 
Consider what your follow-up questions to certain 
answers will be.



 
Consider what the answers will mean to you.



 
Consider what you’ll do with the answers.



 
Consider follow-up questions for inadequate answers.



 
Common questions should be organized into checklist 
and/or fill-in-the-blank format.



 
Design questions and methods for gathering the 
required information.
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Step 6: Filling in the Answers


 

Answers can be in multiple choice format.


 
Answers can be in a “fill-a-blank” format.


 

Answers can be collected through interviews 
or the walkthrough process.


 

It’s okay to fill in the blanks as you go. Know 
that you will not get all the answers in the first 
few passes.
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Step 7: Look for Reusability


 

Generalize frequently asked questions (FAQs) for 
reusability.


 

Group questions into logical groups and simple 
formats for easy distribution.


 

FAQs can be used as the basis for product 
documentation specifications.


 

FAQs can be used as the basis for training.


 
FAQs can be used as the basis for test automation.


 

FAQs can be used as the basis for process 
improvement.
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An Application Example


 

Testing the Sign In feature
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An Application Example
Questions to Ask


 

How many variables are there on the page?


 

Can you list all variables within the page?


 

For each variable, can you identify its type?


 

Can you list all commands within the page?


 

Can you specify the input data associated with 
each command?



 

Can you specify the purpose of each command 
(e.g., navigation, a request to authenticate sent 
with input data, a request for a form sent without 
input data, etc.)?



 

For each input variable or command, can you 
specify the following at the UI, database, and 
application level?

• Minimum and maximum length
• Valid values
• Default value
• Error handling mechanism

• Do you detect invalid conditions? How do 
you detect an invalid condition?

• What do you do when an invalid condition is 
detected?

• What do you tell the user when there is a 
failure condition?



 

Is there any business specific logic?
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An Application Example
Questions to Ask Yourself


 

From the user’s perspective:


 

Does the feature set solve user’s problems 
reasonably well?



 

Does the feature set work the way a reasonable user 
would



 

expect it to work?


 

Are features and error handling implemented with 
consistency?



 

From the application’s perspective:


 

Does the design and implementation solve the 
defined problems?



 

Does the design successfully protect the company 
from quality risks (e.g., functionality, reliability, 
maintainability, security, etc.)?



 

From the developer’s perspective:


 

Is there anything missing?


 

Could the design implementation be improved?


 

From the tester’s perspective:


 

Where can I find answers to the DAST questions?


 

How can I disprove the validity of the design?


 

How can I find errors in the implementation of the 
design?
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Filling in the Answers
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Filling in the Answers
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Filling in the Answers



© 2010 LogiGear Corporation.  All Rights ReservedPage 36

More Example Questions


 

Project Goal:
(Looking for: Why are we making the product? 
How will testing help accomplish this goal?)
• What is the primary business objective for this test 

project?
• What is the purpose of testing this application or      

system?
• What are the selling points of the product?
• How is our product different from its competitors?
• Is the competitor releasing a product during the same 

timeframe?
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More Example Questions



 

Documentation:
(Looking for: Is there any documentation? What will be available and when? 
Who is writing and updating the documentation?)


 

Product (Looking for: ReadMe, Manual, Demo, Tutorials, Box Copy, 
Advertisements)

• What Product documents exist now?
• What is planned for this product?



 

Project (Looking for: Product Proposal, Product Design, Engineering 
Specifications, Marketing/Business Requirements)
• What project documents exist now?
• When will the project documents be completed?
• Who is responsible for editing/updating the project documents?
• Is there a change request system in place?
• Does a BOM exist now?



 

Test (Looking for: How much does the team know about testing? How much 
do they care about the testing project or process?)
• What testing documentation is expected?
• Will the development team review and approve a test plan?
• Will the development team need to see test cases?
• Does the development team want test status reports?
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More Example Questions



 

Schedule
• Product Release (Looking for: Is the proposed schedule realistic?)
• When is the proposed product ship date?
• Are the manufacturing dates booked?
• Is there room for negotiation?
• Is the Product launch coordinated with other events?
(Conference? Retail season? Marketing campaign? Super Bowl?)



 

Development Schedule (Looking for: How well has the schedule been 
thought through? Is there room for negotiation in milestones?)

• Are dates set for UI Freeze? Alpha? Beta? Etc.
• When will we receive testable code?
• What milestone has the product currently reached?
• Is there a feature implementation schedule?
• When is the project kick-off meeting?



 

Test Schedule
• When will we start testing?
• How much time is allotted for testing?
• When is testing expected to be completed?
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In Conclusion


 

Practice software-testing “archeology”
The systematic recovery and study of material 
evidence.


 

Be a leader
Take the time to explain what you do and why.
Explain the risks of not doing certain things.


 

Be an educator
Teach others what you know.


 

Be a student
Learn from others what you don’t already know.
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